Checking Device Encryption

To access the “Device encryption settings” dialog, begin typing “Device encryption” into the search bar:
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Checking Device Encryption

Select “Device encryption settings” from the list and open the settings window shown below:
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Update & Security

Windows Update

Delivery Optimization

Windows Security

Backup

Troubleshoot

Recovery

Activation

Find my device

For developers

Windows Insider Program

Device encryntinn

Device encryption

Device encryption helps protect your files and folders from
unauthorized access in case your device is lost ar stolen.

Device encryption is on. Any new files are encrypted automatically,

and we'll finish encrypting your older files when your device isn’t
being used.

Turn off

Related settings
BitLocker settings

Have a question?

Turn on device encryption
Find my BitLocker recovery key

Get help

Make Windows better

Give us feedback

If you are told that your “Device encryption is on” and you did not intentionally turn it on, click the “Turn
off” button.

Device encryption is on. Any new files are encrypted automatically,
and we'll finish encrypting your older files when your device isn't

being usad.
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Checking Device Encryption

You will be asked to verify that you want to turn encryption off, please click “Turn off” again to complete
the process.

Turn off device encryption?

Turn off device encryption?

If you do this, your files won't be protected, and decryption can take a long time.

The amount of data stored on your computer will determine how long it takes to decrypt the drive. You
will see a status bar guiding you though the process.

Settings - O X
@ Home Device encryption

Find a setting pel |
Update & Security Device encryption helps protect your files and folders from

unauthorized access in case your device is lost ar stolen.

> Windows Update Decrypting (you can keep using your device).

M Delivery Optimization
N o e Related settings
T Backup BitLocker settings

&2 Troubleshoot .

Have a question?

& Recovery Turn on device encryption
Find my BitLocker recovery key
(©) Activation

Get help

i

Find my device

i Make Windows better

For developers
Give us feedback

& Windows Insider Program
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Checking Device Encryption

When the process is complete, you will see the screen below showing that “Device encryption is off.”
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Device encryption

Device encryption helps protect your files and folders from
unauthorized access in case your device is lost or stolen.

Device encryption is off.

Turn on
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Checking Device Encryption

As a quick check, please click on the “BitLocker settings” link (Orange box above) and make sure that this

also shows your device encryption as off.

%@l BitLocker Drive Encryption

BitLocker Drive Encryption

0 For your security, some settings are managed by your system administrator.

Operating system drive

Local Disk (C:) BitLocker Encrypting

G Back up your recovery key
G Turn off BitLocker

I

Fixed data drives

Seealso
&) TPM Administration
) Disk Management

Removable data drives - BitLocker To Go

D: BitLocker off

Privacy staterment

- O X
i &J » Control Panel * Systermn and Security » BitLocker Drive Encryption v O Search Control Panel @
BitLocker Drive Encryption
Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.
Operating system drive
Local Disk (C:) BitLocker off ' )
- G Turn on BitLocker . . .
-~ This setting is
safe. You can
. . continue to
Fixed data drives .
install RDI
, . software.
Removable data drives - BitLocker To Go
seealso Insert a removable USE flash drive to use BitLocker To Go.
) TPM Administration
) Disk Management
Privacy statement
B BitLocker Drive Encryption - O >
i %@! » Control Panel » System and Security » BitLocker Drive Encryption v O Search Control Panel @
Control Panel Home o

Help protect your files and folders from unautherized access by protecting your drives with BitLocker.

This setting is
NOT safe to
update the RDI
software
unless you
have the key.
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